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DETAILED ACTION 

1 . Currently pending claims are 1 - 6. 

Response to Arguments 

2. Applicant's arguments with respect to instant claims have been fully considered but are 
moot in view of the new ground(s) of rejection necessitated by Applicant's amendment. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 1 02 of this title, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made to 
a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

3. Claims 1 and 3 - 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Dabbish et al. (U.S. Patent 7,137,001), in view of Ikeda etal. (EP 1,197,826 A1), and in view of 
Collins et al. (U.S. Patent 7,055,029). 

As per claim 1, Dabbish teaches a method for protecting against manipulation of a 
motor vehicle controller, the motor vehicle controller comprising at least one microcomputer and 
at least one memory module at least one of the at least one memory module constituting a 
reversible read-only memory (Dabbish: Figure 1 - 6 & Column 1 Line 55 - 57, Column 5 Line 20 
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- 55 and Column 5 Line 20 - 21 : (a) a reversible read-only memory, according to SPEC, is a 
ROM that stores encrypted data and (b) a secured vehicle memory (Figure 3 / Element 308) of 
a secured vehicle database includes a read-only access memory (i.e. ROM) within a motor 
vehicle controller can store all various levels of security data (Column 5 Line 28-31: i.e. 
including encrypted data and keys), said method comprising: 

encrypting data by an encryption process (Dabbish: Figure 5 & Column 5 Line 3 - 6). 

Dabbish teaches a secured vehicle memory (Figure 3 / Element 308) of a secured 
vehicle database includes a read-only access memory (i.e. ROM) within a motor vehicle 
controller can store all various levels of security data (Dabbish: Column 7 Line 12-18, Column 
8 Line 21 - 24 and Column 10 Line 13-17). 

However, Dabbish does not disclose expressly storing said encrypted data in the 
reversible read-only memory of said motor vehicle controller. 

Ikeda teaches storing said encrypted data in the reversible read-only memory of said 
motor vehicle controller (Ikeda : Para [0069] and Para [0065]: the encrypted data is stored in 
ROM and a reversible read-only memory, according to SPEC, is a ROM that stores encrypted 
data) & (Dabbish: Figure 1 - 6 & Column 7 Line 12-18, Column 8 Line 21 - 24 and Column 10 
Line 13-17). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Ikeda within the system of Dabbish because (a) 
Dabbish identifies a problem that the installation of an improper component such as a vehicle 
memory component during the vehicle configuration could cause the vehicle to operate unsafely 
or otherwise degrade the performance of the vehicle (Dabbish: Column 3 Line 41 - 43) and (b) 
Ikeda teaches providing a secured mechanism that prevents the installation of a memory that 
does not correspond to the control circuit in use and stores encrypted data within a secured 
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ROM and thereby preventing fabrication of a counterfeit employing such a memory component 
(Ikeda : Para [0005] Line 20 - 22, Para [0069] and Para [0065]). 

providing a comparison of said encrypted data stored in said reversible read-only 
memory of said controller with decrypted data in an internal memory of said microprocessor of 
said controller (Ikeda: Column 15 Line 9 - 13) & (Dabbish: Figure 3 & Column 5 Line 28-31, 
Column 8 Line 5-17 and Column 12 Line 39 - 47: authentic component is associated with a 
security key that is used to decrypt the encrypted data); 

wherein said encrypting step comprises using a key in the encryption process (Ikeda : 
Para [0062]); However , Dabbish as modified does not disclose expressly said key comprises at 
least one part of at least one original identifier of at least one module, said module selected from 
the group consisting of the at least one memory module and the at least one microcomputer of 
the motor vehicle controller, which identifier is specific to said at least one module. 

Collins teaches said key comprises at least one part of at least one original identifier of 
at least one module of said controller, said module selected from the group consisting of the at 
least one memory module and the at least one microcomputer of the control device, which 
identifier is specific to the module (Collins : Column 7 Line 12-18, Column 8 Line 21 - 24 and 
Column 10 Line 13-17: different memory modules provide different unique seeds by 
manufacturers, as identifiers to generate DES encryption keys so that attacking the seeds 
requires attack on all multiple memory cards ). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Collins within the system of Dabbish as modified 
because (a) Dabbish identifies a problem that the installation of improper components such as 
vehicle memory components during the vehicle configuration could cause the vehicle to operate 
unsafely or otherwise degrade the performance of the vehicle (Dabbish: Column 3 Line 41 - 
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43), and (b) Collins teaches an effective security mechanism to coordinate multiple memory 
cards by generating an unique key from a set of unique seeds stored on each individual of 
multiple memory cards so that attacking the seeds requires attack on all multiple memory cards 
(Collins : Column 7 Line 12-18, Column 8 Line 21 - 24 and Column 10 Line 13-17). 

As per claim 3, Dabbish as modified teaches the identifier constitutes the identifier of the 
at least one memory module (Collins : Column 7 Line 12-18, Column 8 Line 21 - 24 and 
Column 10 Line 13-17: different memory modules provide different unique seeds by 
manufacturers, as identifiers to generate DES encryption keys so that attacking the seeds 
requires attack on all multiple memory cards). 

As per claim 4, Ikeda as modified teaches the key is stored in RAM of the 
microcomputer (Collins : Column 7 Line 38 - 39). 

As per claim 5, Dabbish as modified teaches reading out at least part of the at least one 
memory module of the control device to generate a key (Collins : Column 7 Line 12-18, 
Column 8 Line 21 -24 and Column 10 Line 13- 17) for encryption of data on a reversible read- 
only memory (Ikeda : Para [0069] and Para [0065]: the encrypted data is stored in ROM) from a 
read-protected OTP area of the microcomputer (Collins : Column 8 Line 21 - 24). 

As per claim 6, Dabbish as modified teaches re-generating a key for decryption of the 
data which have been stored encrypted in the reversible read-only memory, each time the 
control device is started (Collins : Column 10 Line 12-17). 
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4. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dabbish et al. 
(U.S. Patent 7,137,001), in view of Ikeda etal. (EP 1,197,826 A1), and in view of Collins et al. 
(U.S. Patent 7,055,029), and in view of Yeung et al. (U.S. Patent 7,1 1 1,167). 

As per claim 2, Dabbish as modified does not disclose expressly the identifier constitutes 
the identifier of the microcomputer. 

Yeung teaches the identifier constitutes the identifier of the microcomputer (Yeung : 
Column 1 Line 35 -44). 

It would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to combine the teaching of Yeung within the system of Dabbish as modified because 
(a) Dabbish teaches providing a highly secure data storage in order to protect the vehicle 
private key in a the vehicle cryptographic unit (Dabbish: Column 6 Line 1 - 2), and (b) Yeung 
teaches an enhanced security mechanism by generating an encryption key unique to each CPU 
processor not depending upon the CPU serial number so that the users can not read out the 
key like a serial number (Yeung : Column 1 Line 35 - 44). 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant 
is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to LONGBIT CHAI whose telephone number is (571)272-3788. The 
examiner can normally be reached on Monday-Friday 9:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Longbit Chai/ 

Longbit Chai Ph.D. 
Patent Examiner 
Art Unit 2131 
7/31/2008 
/Ayaz R. Sheikh/ 

Supervisory Patent Examiner, Art Unit 2131 



